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Introduction
 

“I have often said that the future of health 

care is dependent on providers’ ability to live 

up to three major commitments: care must be 

high quality, care must be accessible and care 

must be affordable. Connected care is all three 

and technology is helping us get there.”
– Bernard J. Tyson, President and Chief Operating Officer of 
Kaiser Foundation Hospitals and Health Plan, Inc.

If you traveled back in time several centuries, you would find 
little change in the treatment of sick and diseased individuals 
in society until the mid-19th century when hospitals were 
developed, beginning the organization of healthcare. 
Scientific medicine emerged after that and drove 20th 
century medical advances. After World War II, major social 
and political structures evolved in the healthcare field. And 
from around 1980 to now, much of the change in healthcare 
evolved from a clinically driven system to an economically 
driven system. 

We are currently facing the next evolutionary change in 
healthcare and living through one of the most dynamic 
ages in the history of medicine. Through technological 
advancements, drug discoveries and new medical device 
inventions, as well as the ability to communicate worldwide 
and deliver medical care in all different settings, our 
generation will witness more change in healthcare within 
the next few years than all the generations that have come 
before us.

The medical device ecosystem is changing dramatically from 
stand-alone “device + patient + physician” in the clinical 
environment to include access and mobility outside the four 
walls of the hospital. Every medical device manufacturer 
should consider developing a strategy around how mobile 
connected health will affect their business models and how 
they will play in the evolution of the market. Major disruptions 
are occurring in the market with new players/alliances 
and new business models. Consumer devices are entering 
the medical ecosystem with platforms such as tablets and 
smartphones running mobile applications and acting as new 
secondary mobile interfaces to the medical device.

These dramatic changes are occurring at the same time as 
healthcare systems face significant challenges. Questions 
surrounding waste and the management of chronic diseases 
plague the minds of both patients and healthcare providers. 
Technology will play an enormous part in the development 
of medical devices that will be integral in answering these 
questions and change how we look at the medical ecosystem 
in the 21st century.
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Interfacing Medical Devices to the 
Mobile Network

Remote Patient 
Monitoring 
Gaining Momentum

Across many industries and 
applications, information technology 
has proven its ability to deliver increased 
performance at lower costs. So, it is no 
surprise that remote health monitoring has 
been gaining momentum across the healthcare 
value chain. The potential benefits of remote 
monitoring are being touted in the press. Greater 
involvement in their own care can improve patients’ 
compliance; more timely information for physicians can 
enable better-informed and more effective decisions for 
disease management; and extending monitoring beyond 
the hospital or clinic can cut costs through shorter inpatient 
stays and less-frequent office visits.

With the predicted shortfall of doctors and nurses across the 
world, the efficiency and time saving of remote monitoring 
could assist the healthcare industry in providing care outside 
of the clinical environment. In the U.S. alone statistics show 
10,000 Americans are retiring each day. When confronted 
with the potential shortage of 100,000 doctors by 2020, 
the healthcare industry is faced with significant challenges in 
meeting the future medical needs of patients. A recent report 
by PricewaterhouseCoopers’ Health Research Institute (PwC-
HRI) reported that 40 percent of U.S. consumers are willing 
to pay for remote health monitoring devices and services that 
would send their medical data to doctors. Physicians could 
reduce office visits via mobile health technologies, which 
include remote monitoring and email/text communication. In 
addition, according to the Center for Technology and Aging 
in Oakland, Calif., the use of remote monitoring systems 
could trim costs by almost $200 billion over the next 25 years.

Although some experts predict an extended period of 8-10 
years before remote monitoring solutions become ubiquitous, 
data shows we might finally be ready for significant initiatives. 
According to a recent Accenture survey, mobile devices are 
becoming the medium of choice to access the Internet. 
Access to mobile networks is now available to 90 percent of 
the world’s population and 80 percent of populations living 
in rural areas. People are mobile, so the devices that monitor 
our health should be, too.
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Evidence Starting to Show Positive Results

Evidence is critical in gaining payer acceptance and reimbursement for remote 
monitoring solutions. We are starting to see evidence of positive results from 
various ongoing trials around the world. For example, a tuberculosis study in 
Africa using the SIMpill® Medication Adherence System, which combines a 
pill reminder device with text messages, has shown 86-92 percent compliance 
versus a significantly lower compliance rate without the technology. In 
addition, results cited from a two-year online e-visit consultation study by the 
Mayo Clinic Department of Family Medicine showed that only 13 percent of 
the 2,531 e-visit patients were asked to schedule a face-to-face follow-up 
visit and 62 percent of the e-visits included an uploaded photograph.

Sentara Healthcare, based in Chesapeake, Va. launched its remote monitoring 
program for chronic care patients to support reduced staffing and found that 
the readmission rate for patients fell to 2 percent compared to a 15 percent, 
30-day readmission rate for the rest of the group’s patients.

Other examples abound and the growing number of elderly patients in the 
future, shortfall of doctors, and the desire to keep expenses down will drive 
the acceptance and adoption of advanced patient monitoring systems.

There is no doubt that we are in an amazing 
and challenging transition period in 
healthcare. Reform initiatives have demanded 
an intensive examination of current, accepted 
methods of care delivery to find more cost-
effective, value-based methods of disease 
management and treatment. The goal: 
drive better patient outcomes while taking 
significant costs out of the system.

World
market for

mHealth to be

$23 billion by 2017

Remote devices could reduce 
Healthcare costs by

$200 billion
over the next

25 years



MOBILITY TECHNOLOGY: Bringing 
Change to the Medical Industry

The Introduction 
of Unknowns

The use of mobility technology 
is bringing change to the medical 
industry and at the same time 
introducing gray areas and unknown 
variables into the medical device 
ecosystem. Until now, the industry has 
worked in familiar scenarios where evaluation 
and documentation of issues affecting safety, 
efficacy, and security are more or less contained 
within the physician/patient/device ecosystem. Using 
an extended system of communication devices, mobile 
networks, and multiple data access and evaluation points 
opens the possibility for new risks.

Regulatory agencies are hesitant about placing healthcare 
technology in the hands of patients without clinical supervision. Whether remote technology is strictly used to collect data for 
forwarding to the provider or the device will make diagnostic or treatment decisions, the intended use must be clearly defined 
and documented.

We are in a transitional period, facing major challenges in identifying and managing the shared regulatory risk across this 
complex system of devices, networks and data management solutions. Regulatory guidance must identify how the responsibility 
for hazard management will be distributed across the entire value chain. What alterations will be made to the process for pre-
market risk assessment, for the reporting of faults and adverse events during operation, as well as fault analysis and responsibility 
identification if the adverse event produces a negative patient outcome? Manufacturers need to stay abreast of decisions made 
within the governing regulatory bodies and utilize regulatory experts, both internal and external, for guidance.
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Mobile Tech Use Across Different Patient Populations

Although the majority of downloaded healthcare applications seem to be centered mainly on wellness and prevention, 
chronic disease management is where the majority of today’s healthcare costs are generated and will mostly likely 
be where regulatory bodies, insurance companies and medical device companies expend the largest effort in the 
coming years. When it comes to acceptance of remote monitoring solutions, patients will vary greatly based on 
many elements including age, overall comfort with technology, disease type, amount of mobility and dexterity, 
and even the availability of care assistance in the home.

Mobile solutions will vary greatly across these different patient populations, with the goal being optimal 
safety, efficacy and data security at low overall system costs. Some solutions will be aimed at elderly people 
with more than four chronic illnesses with very limited knowledge of technology; other solutions will 
be aimed at adults that are technically savvy and extremely active in self-management; and a large 
majority of patients just want to know whether everything is ok with a simple-to-use technology, 
operating in the background.
 

Navigating Mobile Medical Tech Complexities

Considering the huge potential benefits of remote monitoring devices for more 
efficient care delivery and the likelihood of patient acceptance, medical device 
manufacturers may want to focus in this emerging area. However, there are 
issues and challenges ranging from reimbursement to safety to data security. 
Of particular concern for manufacturers are the complex electronics involved 
in a remote monitoring device – technology that may be completely 
unfamiliar. Medical device manufacturers wishing to take advantage of 
this market opportunity need access to expertise in the latest mobile 
electronics technologies.

One of the best ways to obtain this expertise while simultaneously 
avoiding capital expenditures and shortening time-to-market is 
to partner with a provider with dual-experience in consumer 
electronics and medical device manufacturing. A full-
service, design and manufacturing services provider with 
substantial presence in medical device manufacturing 
with knowledge in this fast-changing space can fill 
critical gaps in a device company’s resources and 
provide regulatory expertise and economies of 
scale.



Connecting the Right Medical 
Device - Can You Hear Me Now?

With the use of mobility technology for remote 
monitoring, gray areas and unknown variables 
are being introduced into the medical device 
ecosystem. Until now, the industry has worked 
under relatively known scenarios where evaluation and 
documentation of issues affecting safety, efficacy and 
security are more or less contained within the physician/
patient/device ecosystem. As we move down an unknown 
road the emerging connected scenario of using an extended system of communicator devices, mobile networks and multiple 
data access and evaluation points could impact safety, efficacy and security.

“Sooner or later you must 
move down an unknown 
road that leads beyond the 
range of the imagination, and 
the only certainty is that the 
trip has to be made.” 
                              – Bruce Catton

Device, Communicator Solutions

The medical devices and communicators that will be used in the home and mobile environments will vary significantly according 
to the type of patient and the medical condition being monitored and treated. The solution could be a Class II standalone 
device, for example a handheld glucose meter that allows the patient to take immediate action, such as administering an insulin 
treatment. The data could then be uploaded directly to a third-party diabetes management service via a 3G/4G connection for 
longer-term monitoring of trends such as HbA1c data. The solution could also be an implanted cardiac device combined with a 
network of monitoring devices, such as a blood pressure monitor, a cholesterol monitor and a weight scale. Still another solution 
might be an implanted device that communicates to a desktop or handheld device and provides early detection of a possible 
epileptic seizure to both the patient and a caregiver.

Even more forward-looking solutions are being considered. The Qualcomm Tricorder XPRIZE asks contestants to take a medical 
device outside of science fiction and into the realm of possibility. Contestants are vying to make a working Tricorder to win part 
of $10 million in prize money.

Some experts believe that the best long-term solution for connecting medical devices to the mobile network will be to implement 
the wide area network (WAN) connection directly on the front-end patient interface device (i.e., sensor, implant, scale, meter). 
This will eliminate the need to have multiple devices talk to each other via a short-range body area network (BAN).
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Using Existing 
Consumer Devices in 
the Medical System

There are many challenges associated 
with using existing consumer devices 
such as smartphones as part of a Class II 
or Class III medical device solution. First, 
hardware can introduce unknowns and 
risks. Some consumer mobile devices 
have not been designed to comply 
with the more robust requirements 
of International Electrotechnical 
Commission (IEC) 60601, and more 
specifically, with 60601-1-11, which 
documents the requirements for 
certification of medical electrical 
equipment and systems used in 
home care applications. In addition, 
devices developed for a non-medical 
application may lack proper regulatory 
compliance including documentation, 
verification and validation that are 
critical within a medical device system.

Battery life may be an issue when using 
an existing device for critical medical 
functions. A smart phone, being a 
multi-function device performing 
voice, texting, gaming, GPS mapping 
and many other applications, might 
be allowed to dip below the required 
battery capacity to perform the medical 
function. Most consumer phones do 
not have the ability to warn the user 
via algorithms and sensors or do not 
automatically turn off all extraneous 
functions if capacity limits for carrying 
out critical medical tasks are reached.

Security concerns regarding software 
can be a major issue. Software that is 
required to accurately ensure correct 
review of records, as well as proper 
recording of comments or changes 
into an electronic record, must be 
validated. All software needs to comply 
with Code of Federal Regulation Title 
21 (Part 11), which covers electronic 
records and the associated need for 
electronic signature controls including 
passwords and audit trails.

The next issue in using existing mobile 
devices in a Class II and III system 
is the differing business models 
between consumer device companies 
and medical device companies. 
How will major mobile phone 
manufacturers internally support 
lower-volume, higher-liability medical 
device development on their phone 
platforms? In addition, the lifecycle of 
a mobile device is a very short 12-18 
months, while it can take that long just 
to run clinical trials and gain Food and 
Drug Administration (FDA) approval for 
a medical device. The entire value chain 
for a consumer mobile device is set up 
to support fast-moving technology, 
new phone models and quickly 
changing consumer preferences.

In order to support a longer lifecycle 
medical application with an existing 
mobile device, there will be many 
issues to be worked out with warranty 
and inventory support across all of the 
components in the system.



MOBILE NETWORK COMMUNICATOR:
Existing or Custom Device?

We’ve previously introduced 
elements of the solution to 
interfacing medical devices 
to the mobile network – the 
device/communicator. It addressed 
challenges associated with using 
existing consumer devices such as 
smartphones as part of a Class II or Class 
III medical device solution. The fundamental 
issue is – and always will be – focused on the 
intended use and labeling of the device. What 
function does the existing mobile device perform 
as part of the medical system? Is it in the critical 
path? If the mobile function went away, would the 
device still operate to its intended use? Is the device 
actually diagnosing, providing warnings or alerts, or even 
taking action on treatments? 

Custom Development of the Communicator Device

Another option for certain patient populations and conditions is for the medical device manufacturer to develop a custom or 
semi-custom device to perform the wireless communication functions. The medical device manufacturer will have much better 
control over the potential hazards when using a custom or semi-custom device. However, some of the issues and challenges 
will still be present even when the device manufacturer develops and interfaces its own proprietary device on the global mobile 
network. The cost of developing a proprietary device will be significantly greater than utilizing an existing device.

Medical device companies can mitigate this cost by using a third-party developer with experience in designing with existing 
platforms. Using a third-party design and manufacturing partner will also make it easier to keep up-to-date on the vast number 
of proven technologies being utilized on mobile devices, from displays and touch screens to wireless functionality and antenna 
technology to battery charging technology and even visually decorative materials. Another reason to consider using a third-party 
developer is familiarity with the various issues around Internet Protocol (IP) indemnification and licensing with 3G/4G technology, 
as well as managing relationships with partners that can help with configuration and validation of the device on various global 
networks.
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MOBILE NETWORK COMMUNICATOR:
Existing or Custom Device?

More Decisions – Voice Functionality / Sharing Data

Next, the decision to include voice functionality on the 
device will require more-stringent Federal Communications 
Commission (FCC) certifications and support for required 
functions, including 911, so many manufacturers may opt 
to launch a data-only device. In addition, with both an 
existing device or a custom device, the issue in managing 
life cycle, warranty, inventory support, and end-of-life will be 
ever present in the longer life of a medical device that uses 
technology and components aimed originally at high volume 
consumer markets.

Finally, whether the mobile network communicator is an 
existing device or a custom device, it must share data with 
the front-end patient interface device, such as the implant, 
glucose sensor, or neurological detection or stimulation device. 
Selecting the appropriate short-range wireless connectivity, 
whether it is 802.11, MICS, ISM, Bluetooth, Zigbee or any 
other proprietary band, must be well thought out, and the 
technology must be tested and documented for your specific 
application. Performance and hazard analysis with respect to 
issues such as interference, coexistence, antenna placement, 
use environments, interoperability, power, distance and 
overall performance must be performed. The Continua 
Health Alliance is an industry coalition that is helping to define 
guidelines and certifications for interoperability of mobile 
health solutions. A market opportunity definitely exists for 
an independent test lab to provide resources for OEMs to 
evaluate and test their mobile medical devices in simulated 
and actual home and mobile environments.

With so many issues to consider, many medical device 
companies are turning to design and manufacturing partners 
to implement the wireless communicator portions of their 
medical device system. Global manufacturing partners with 
experience in both medical and consumer devices can help 
accelerate the learning curve by taking advantage of years 
of wireless development; leveraging a solid, dependable 
supply base and technology partnerships; and utilizing life 
cycle management tools which will help mitigate the chasm 
between medical and consumer business models.

What if you could work with a design and manufacturing 
services partner like Jabil to come up with a reference 
design for a smartphone like device? What if this device 
could be able to safely receive/manage/administer/transport 
information from on/in-body sensors to the “cloud?” And 
what if, to allow simple usability for patients, it could be 
based on a common operating system but nevertheless fulfill 
requirements of a medical class II or class III device?



Replacing the Wired Network 
with a Mobile One

Our discussion of issues and 
challenges with interfacing 
medical devices continues 
with a deeper look at the mobile 
network. Current remote health 
monitoring solutions have been 
using landlines for years. By replacing a 
wired network connection with a mobile 
one, we are introducing some potential 
unknowns into the medical device system. 

Identifying and Validating 
Operating Parameters

First, since many mobile networks utilize different operating 
parameters, the mobile communicator device will have to be 
certified, tested and validated on each specific network. If the 
device will be operating on multiple networks in multiple countries, managing the different technical requirements for validation 
and certification on each network may be extremely time-consuming and tedious. Each certification can cost tens of thousands 
of dollars, not to mention the global support structure required for supporting many networks across the globe.

There are many mobile network operators that want to benefit from the anticipated large volumes of healthcare data and 
images soon to be zooming across the wireless network. Many of these operators have joined platform providers to develop 
simpler solutions for machine-to-machine (M2M) mobile connectivity so more devices can be certified and operational on their 
networks more quickly and cost-effectively.
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More Questions 
than Answers

The mobile network can introduce operational 
risks for wireless medical devices, such as a patient being 
out of range or the network going down for an unspecified 
period.

• If the mobile function went away, would the device still 
operate for its intended use?

• Is the addition of wireless technology driving new and 
potentially hazardous behaviors in the patient that must 
be acknowledged and mitigated?

• How can all of the technical and operational hazards 
that arise when using a mobile network be identified 
and mitigated?

• What U.S. Food and Drug Administration guidance 
exists for regulating the medical device interface and 
data over the mobile network?

• Does your labeling detail the processes required for 
backup operation?

• What are the 
shared regulatory 
liabilities between the 
network operators and the 
device manufacturers if the network 
goes down while delivering critical medical 
data?

• Do the network operators have existing mechanisms 
and infrastructure to ensure priority delivery of critical 
healthcare data?

• Will companies set up a new entity to separate any 
increased regulatory risks from their core consumer 
business? 

Managing Big Data

Companies will need to manage the potentially massive amount of data that is to be collected from patients and accessed 
through the Cloud. Patient data will also need to be filtered for out-of-range parameters and presented to the physician or other 
healthcare provider, or directly to the patient so that they can make a decision on health and treatment options. Third-party 
disease management companies with medical professionals on staff to view and manage the uploaded data have been showing 
up on the radar screen. Certain medical device manufacturers have been making some acquisitions in the disease management 
services space. In addition, economic pressures have been driving some analysis of online data to healthcare professionals 
located in countries where the costs significantly could be less than in the United States. There is even early research discussing 
the possibility of using artificial intelligence for first-pass analysis of certain medical images in the future.

There also may be legal concerns regarding the availability of data. A potential issue could be an increase in physician’s malpractice 
liabilities resulting from data that shows an issue with a patient now available on the server or in a queue but the physician is 
delayed in viewing it and responding in a timely manner. Physicians will need to effectively manage the analysis and follow-up 
of online data for all of their patients and consider the use third parties, technicians, or nurses to filter critical parameters and 
prioritize follow-up. Another option could be to use a software application on their own mobile device, such as a tablet or 
smartphone, to maintain constant oversight of patients.

As you can see, many questions still exist and the dialogue will continue as industry experts debate the issues. How would you 
answer some of these questions?



Privacy, Security, & Remote 
Monitoring Across the Mobile 
Network

With their sensitive medical 
data sitting on the network, 
patients need to be confident 
about privacy and security 
across the entire mobile system. 
The system must be compliant with 
HIPAA (Health Insurance Portability and 
Accountability). Legislation was enacted 
by Congress and signed by President Clinton 
in 1996 to, among other objectives, protect 
the security and privacy of health information 
with the proper paper paths in place for tracking 
access and secured passwords to the data.

There are several methods that can be used to optimize 
the privacy and security of patient data. Devices should 
use data encryption in the short-range wireless network, 
embedded in the device platform architecture and within 
the data network. Network operators should have security 
procedures, as well as the ability to strictly limit access to the data on their servers. In addition, the possibility of data corruption, 
leading to uploading incorrect information into the electronic medical record of a patient, should be considered.

Cost Savings and Business Models
What types of business models might work to drive cost reductions and increase savings? How can we get these models up 
and running to spur new investment from venture funds in this space? Reimbursement rules ought to be altered so that device 
manufacturers can be reimbursed properly for mobile devices and healthcare providers and physicians can be reimbursed for 
diagnosis, monitoring, and treatment outside of a standard, face-to-face office visit.

Some market research data has already shown that some customers might be willing to pay for remote management services 
and others might not. Without new reimbursement rules, flexible business models along the value chain must be developed. 
One possible business model for device manufacturers could be embedding the cost of the device into a subscription price 
including service, device and network costs. Some devices might be considered an accessory and therefore managed as a cost.
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On Our Way to Remote Monitoring
Clearly, some significant changes have to be made within the healthcare industry to enable remote monitoring technologies to 
drive better patient outcomes at lower costs. Even with all of the issues that exist, it is commonly accepted that mobile devices 
operating across existing wireless standards and mobile networks will become a significant part of the medical device solution.

To the patient, remote monitoring adds the convenience of fewer devices to carry, a better ability to self-manage and less-
frequent hospital or doctor visits. To the physician, remote monitoring provides more timely data to provide better care and 
possibly frees up more time for higher-acuity patients. To the healthcare system, remote monitoring is expected to deliver better 
patient outcomes at lower costs. To the medical device manufacturer, remote monitoring potentially can lower the development 
cost of capital equipment, extend services into disease management and provide more timely insight into individuals living with 
their device therapies.
The industry has a long road ahead in identifying and mitigating all of the issues, challenges, and obstacles that are limiting 
greater acceptance of remote monitoring. Some changes are rapid and others are glacial. Everyone along the value chain must 
be extremely flexible in the transitional environment.

Interestingly enough, new questions are arising:
With increased use of consumer devices and platforms in the medical devices ecosystem, what will be the new face of the 
medical device in the future? With the device’s display, storage and communication functions and a much larger portion of 
its financial value potentially being provided by existing consumer devices, is the real value of the medical device OEM in the 
front-end patient interface or the sensing and treatment element?

Industry changes are appearing on the horizon and medical device manufacturers must embrace this new reality and deftly 
manage the inevitable shift in future business models.

WHY CONNECTED HEALTH?



What Nypro Healthcare Brings

Nypro, A Jabil Company, offers healthcare and pharmaceutical 
customers the widest array of design and manufacturing 
services in the industry. Our highly specialized teams meet the 
complex and regulated demands of the Diagnostics, Medical 
Devices and Pharmaceutical markets enabling the world’s 
leading brands to fulfill their market potential.

Nypro Healthcare leverages capabilities of the whole Jabil 
family. Technologies used in Consumer Lifestyle, Industrial, 
Computing & Storage and Automotive are being leveraged to 
the Healthcare areas as Acoustics, 3D Printing, User Experience 
Design, RF & Wireless, Optics, Automation, Fluidics, Printed 
Electronics, Adhesives, Low Power Electronics, Cameras, 
Materials Technology, Precision Mechanics, Sensors and 
Wearables – all of great value to innovate connected devices.

Flexibility and cost avoidance are keystones of Nypro 

Healthcare’s Value Engineering Team. In fact, value 
engineering drives 40 percent of active design. That’s how we 
play an integral role in intelligently designed and engineered 
products that improve the value, speed and long-term success 
of customers across multiple industries.
 
With deep expertise and global partner relationships, Nypro 
Healthcare’s supply chain experts utilize best practices and 
regional know-how to partner with some of the world’s most 
notable brands. One of the most comprehensive examples 
of how Jabil manages complexity lies with its homegrown 
business intelligence tools and entrepreneurial engineers who 
build innovative, sophisticated, business intelligence tools 
for the entire supply chain. These tools provide real-time, 
actionable insights to customers and business managers 
throughout the entire supply chain organization. 
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